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Firearms/Toolmarks Discipline 


Estimating Uncertainty for Reported Quantitative Measurements 



 

1 Purpose 

The result of a measurement is an approximation or estimate of the value of the specific quantity 
subject to measurement (measurand) and is only complete when accompanied by a quantitative 
statement of its uncertainty. The following steps describe the method for estimating the 
measurement uncertainty within the FBI Laboratory, Firearms/Toolmarks Discipline (FTD) in 
accordance with the FBI Laboratory Quality Assurance Manual and are based on the National 
Institute of Standards and Technology’s (NIST) eight-step process for estimating uncertainty. 

2 Scope 

This procedure applies to FTD personnel who use standard operating procedures wherein a 
quantitative measurement is reported, such as barrel and overall length measurements. 
Additionally, this document applies to FTD personnel when the estimation of uncertainty is 
requested by the contributor. This procedure does not apply to approximate ranges, such as those 
reported in gunshot residue examinations and shooting incident reconstructions.   

3 Estimating Measurement Uncertainty 

Estimating the uncertainty for quantitative procedures follows the NIST eight-step process: 

 Define what is being measured 

 Identify sources of uncertainty 

 Quantify uncertainty sources
 
 Convert factors to standard uncertainties 

 Calculate combined standard uncertainties
 
 Expand the uncertainty by coverage factor (k) 

 Evaluate the expanded uncertainty 

 Report results with uncertainty
 

Uncertainty estimates involve the development of an uncertainty budget. The uncertainty budget 
for a procedure will include both Type A uncertainties which are directly calculated from 
repeated measurements of some quantity and Type B uncertainties which are estimated using 
other information such as instrument calibration reports provided by a vendor. An uncertainty 
budget will be recorded on the FTD Uncertainty Budget Form (Appendix A) and the appropriate 
Unit Quality Assurance Representative will ensure that a copy of the FTD Uncertainty Budget 
Form is maintained and made available.  
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3.1 Define What is Being Measured (Measurand) 

The first step requires the Examiner to state what is being measured. This information is 
recorded on an FTD Uncertainty Budget Form which includes information about the procedure, 
date, sources of uncertainty, and name of preparer(s).  

3.2 Identified Sources of Uncertainty (Budget) 

The Examiner must first attempt to identify sources of uncertainty associated with the process of 
measuring. It is recognized that identifying “all” uncertainty components which contribute to the 
measurement uncertainty may not be achievable. In order to identify possible sources of 
uncertainty when collecting a measurement, the following potential sources of uncertainty should 
be considered. Not all will be applicable in every measurement situation. 

	 Sampling 
a.	 Homogeneity 
b.	 Effects of specific sampling strategy (e.g. random, stratified random, 

proportional) 
c. Temperature and pressure 


 Sample preparation
 
a. Homogenization and/or sub-sampling effects 
b. Contamination 

 Presentation of Certified Reference Materials (CRM) to measuring system 
a.	 Uncertainty of CRM 
b. CRM match to sample 


 Calibration of Instrument 

a.	 Instrument calibration errors using CRM 
b.	 Reference material and its uncertainty 
c. Instrument precision 


 Analysis (data acquisition) 

a.	 Operator effects 
b.	 Instrument parameter settings 
c. Run-to-run precision 


 Data processing 

a.	 Averaging 
b.	 Effects of rounding and truncating 
c.	 Statistics 
d. Processing algorithms (model fitting, e.g., linear least squares) 

 Presentation of results 
a.	 Final results 
b.	 Estimation of uncertainty 
c. Confidence level 


 Interpretation of results
 
a.	 Against limits/boundaries 
b.	 Regulatory compliance 
c.	 Fitness for purpose 
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Another way to identify and sort sources of uncertainty is to use a cause and effect diagram. This 

method helps to visualize how the different sources of uncertainty relate to one another and to 
reduce the possibility of cmmting the same source of unce11ainty more than once. 

3.2.1 Cause and Effect Diagram 

The initial step in creating a cause and effect diagram involves brainstorming the main somces of 
lmcertainty. This detennines the main branches of the diagram. Next, consider each step of the 

method and add any additional factors to the diagram. For each branch, add contributing factors. 
Do not add contributing factors that you believe to be remote possibilities. Resolve the 

duplications as outlined below: 

• Cancelling Effects - when the source's effect is shown to have no net effect on 

the result, it can be cancelled/removed from the diagram. 
• Same effect/same time - when a similar source is uncovered on multiple 

branches of a cause and effect diagram, they can be combined into a single 

source happening at the same time. A common occunence is that 

reproducibility appears on many branches; these can be combined into a 
single source. 

• Different Instances/Re-labeling - if there are similarly named effects that refer 
to different instances of similar measurements, these effects will be re-labeled 

to clearly distinguish them from each other. 

Experience Equipment 

Measurement Assurance 

Training Maintenance 

3.2.2 Reconciliation of Uncertainty Components 

The process of reconciliation simplifies the uncertainty budget. In this step, a review is 

conducted to detennine whether a listed lmcertainty source is adequately accmmted for by the 

existing data. The basis for this step lies in the fimdamental assumption that if an effect is 
representatively varied during the course of a series of obse1vations, the uncertainty associated 

with that effect is adequately accounted for in the standard deviation of those obse1vations. 



 
 
 

 

 

 
 

 

 

  

  

 
   
 

 
  
 

 
 

 
 

 

 
 

  

 

 

 

   

 

FBI Laboratory 
FTD Quality Manual 

Estimating Uncertainty for Reported Quantitative 
Issue Date: 10/02/2017 

Revision: 2 
Page 4 of 10 

3.3 Quantifying Uncertainty Sources 

Once the sources of uncertainty have been established, the Examiner must measure or estimate 
the magnitude of the uncertainty. Once the available information has been collected, each 
potential source of uncertainty is evaluated and categorized as Type A or Type B uncertainty data. 

 Type A is a method of evaluation of uncertainty by statistical analysis of a series of 
observations. 

 Type B is a method of evaluation of uncertainty by means other than the statistical 
analysis of a series of observations. 

3.3.1 Type A Uncertainties 

The inability to exactly reproduce all parameters of a measurement, combined with precision 
limits of measurement devices, leads to measurement values being randomly dispersed. This 
random dispersion of measured values is referred to as Type A uncertainty. Type A uncertainties 
are estimated using statistics from repeated measurements.  

/ሺ݊ െ 1ሻሻ ଶሻെ ሺୀଵ݅ܺ ݔ
∑(√S (Sample) = 

The random uncertainty of a population is determined by evaluating the standard deviation of the 
mean. This is obtained by dividing the standard deviation of the sample by √ (number or “n”). 

σ (Standard deviation of the mean) = S/√n 

This is the Type A uncertainty: UA1 = S/√n. If there is more than one contributor to the Type A 
uncertainties, repeat the above process for each one of them. Then the random uncertainty is UA 

= √(U2
A1 + U2

A2 + U2
A3…..). Prior to combining factors, it is important to ensure that all values 

are expressed in the same units. 

3.3.2 Type B Uncertainties 

Type B uncertainties occur due to sources of uncertainty and bias in a measuring system and/or 
method that are evaluated by means other than direct statistical evaluation. These uncertainties 
can be minimized by optimizing the design of a measuring system and/or method to reduce their 
contribution. Additionally, it is acceptable for systematic uncertainties to be estimated. 
Systematic uncertainties are those where the same influence affects the result for each repeated 
measurement. Although these factors may contribute insignificantly to the overall uncertainties, 
they need to be considered for Type B evaluation. When evaluating Type B sources of uncertainty 
for a measurement process, the list below highlights the more common sources:   

 Equipment – The equipment chosen to conduct measurements will be NIST 
traceable and calibrated at a minimum to the manufacturer(s)’ designated 
calibration intervals to reduce the source of uncertainty.  
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	 Personnel – The differing physical capabilities, experience and abilities of the 
personnel performing a given measurement can affect the observed values. 
These contributions to the uncertainty may be treated as a Type B effect.  

	 Readability – Readability is defined as the smallest increment that can be 
detected by the measuring equipment. Due to its typically small contribution 
to the uncertainty, readability is usually not considered to be an issue relative 
to the practical certainty involved with the measurements.  

	 Calibration/Calibration Bias – The uncertainty associated with calibration is 
located on the calibration certificate.  The uncertainty associated with 
calibration is expressed as an expanded uncertainty and is assumed to be a 
normal distribution. 

	 Facility/Environment - The environmental conditions in the Laboratory are 
typically maintained at a relatively constant conditions. However, some 
evaluation is required to verify their effects have been appropriately accounted 
for. 

	 Pressure – When taking dimensional measurements the effect of applied 
pressure from the instrument on the measurand should be considered. 

Many Type B uncertainty contributions can be determined using sources of information such as 
calibration certificates, reference data, and manufacturer(s) specifications. Such contributions 
include:  

	 Uncertainty contributed due to the deviation of the reference standard from its 
nominal value. (Assume a rectangular distribution and a coverage factor of 
k=√3) 

	 Uncertainty due to the calibration of reference standard. (The coverage factor 
is obtained from the certificate and is usually k=2, for normal distribution) 

	 Uncertainty contribution due to resolution of the unit under calibration (½ 
resolution and k=√3) 

	 Uncertainty contribution due to the resolution of the temperature measuring 
device (½ resolution and assume distribution is rectangular so that k=√3) 

	 Uncertainty contribution due to uncertainty of the temperature measuring 
device (this value and the coverage factor, k, are obtained from the calibration 
certificate) 

When these systematic uncertainties are unavailable, they can be estimated using the experience 
or general knowledge of the behavior and properties of relevant materials and instruments. 

Calibration certificates which are generated by NIST or another accredited laboratory with 
traceability to a NIST standard will typically provide a 95% confidence level (2σ). This must be 
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compensated for in the systematic uncertainty calculations (divide by 2). 

If a non-accredited laboratory or manufacturer(s)’ specifications are used to determine the 
systematic uncertainty of a measurement or an estimate must be made outside the limits of the 
uncertainty of a measurement, a rectangular distribution should be assumed. With a rectangular 
distribution, the range of the outer limit (2a) is used to estimate the standard deviation using the 
σ = a/√3. 

3.4 Convert Factors to Standard Uncertainty 

Standard deviation is also known as the estimated standard uncertainty. In this step, all previous 
standard deviations are expressed as standard uncertainties. However, to facilitate this step, it is 
necessary that common units are used throughout the budget. If this is not possible, conversion 
of units into percentages (i.e., relative standard uncertainty) is necessary; keeping in mind that 
the reverse conversion will be necessary later in the process. 

3.5 Calculate Combined Standard Uncertainty 

The individual standard uncertainties quantified by Type A and Type B evaluations are now 
combined to calculate the combined standard uncertainty. The Root Sum Square technique is 
used to calculate the combined standard uncertainty (Ucombined or Uc) which is expressed as 

2follows: Uc = √ ( USD
2 + U resolution + U calibration

2 + Utempcoef
2….). 

3.6 Expand the Uncertainty by Coverage Factor (k) 

The coverage factor (k) is a number that, when multiplied by the combined standard uncertainty 
(Ucombined), produces an interval around the average measurement result that is expected to 
include a large specified percentage (usually 95% or 99.7%) of the values. Usually k is set to a 
value of 2 to represent 95% confidence level and 3 to represent 99.7% confidence level. Within 
the FTD, a confidence level of 99.7% or greater is used in reporting a quantitative result. 

When the Type A uncertainty component is dominant and the number of measurements used to 
calculate the standard deviation is less than 100, there is a reduced confidence in the calculated 
standard deviation. Since a normal distribution model indicates that the results close to the mean 
are more probable than results far from the mean, when only a few measurements are made, it is 
likely an underestimation of the true standard deviation. To account for this, a correction factor 
can be applied based on the Student t-distribution. The following table shows the corrected 
values for k as a function of degrees of freedom (n-1) where n is the number of measurements 
(For the FTD the minimum number of measurements is ten). 
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Student-t Table distribution for k correction factor at a 99.7% Confidence Level 

n-1 k correction n-1 k correction 

1 212.2 16 3.49 
2 18.22 17 3.46 
3 8.89 18 3.43 
4 6.44 19 3.40 
5 5.38 20 3.38 
6 4.80 25 3.29 
7 4.44 30 3.23 
8 4.20 35 3.19 
9 4.02 40 3.16 
10 3.89 50 3.12 
11 3.79 60 3.09 
12 3.71 70 3.08 
13 3.64 80 3.06 
14 3.58 90 3.05 
15 3.54 100 3.04 

∞ 3.0 

Finally, if standard uncertainties were converted to percentages, the final combined uncertainty 
should be converted back to the units of measurement of the material in question. 

3.7 Evaluate the Expanded Uncertainty 

The estimation uncertainty determined from the preceding steps will be evaluated to determine if 
it “makes sense” and is “reasonable” for the procedure being evaluated. 

3.8 Reporting Results with Uncertainty 

The coverage probability will be no less than the approximated 99.7% confidence level and the 
numerical value of the expanded uncertainty will be reported to no more than two significant 
digits. When reporting the uncertainty of a measurement, rounding the uncertainty upwards 
rather to the nearest digit will be performed (Section 7, Guide to the expression of uncertainty in 
measurement- GUM). Additionally, the reported measurement result will only be quoted to the 
level of precision that the uncertainty is reported.  

Laboratory Reports containing reported quantitative values will include the measured value with 
the calculated expanded uncertainty and an indication of the confidence level. For example, a 
report may state the barrel length of the Item 13 shotgun was measured to be 16.56” ± 0.07” (k 
=3 for 99.7% confidence level). 
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4 Records 

Records/documents related to the estimation of uncertainty of reported measurements will be 
maintained appropriately within the Firearms/Toolmarks Unit (FTU)/Scientific Analysis Unit 
(SAU). Sources of measurement uncertainty and limitations which may significantly affect the 
results will be identified within the standard operating procedure and/or in estimation of 
uncertainty records maintained. 

5 Measurement Assurance/Schedule Maintenance/Recalculated Measured Uncertainty 

Estimations of uncertainty reported will be recalculated once every accreditation cycle. The 
results and records of this recalculation will be maintained.  
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Appendix A: FTD Uncertainty Budget Form 
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